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Abstract

Digital data security has become very important in the current information era. One way to maintain data security is to
use encryption and decryption techniques. The Advanced Encryption Standard (AES) algorithm has been proven effective
in protecting data with a high level of security. This research aims to implement the AES-128 bit algorithm for online file
encryption and decryption via a website. The method used in this research includes developing a website that provides a
user interface for uploading and encrypting files, as well as for decrypting files that have been previously encrypted. The
AES-128 bit algorithm is used to carry out the file encryption and decryption process. Users can choose their own
encryption key or use a random key generated by the system. The result of this research is a website that can be used to
efficiently secure sensitive files using the AES-128 bit algorithm. By using this website, users can easily encrypt the files
they want to protect and also decrypt files that have been encrypted previously. The security of user data is guaranteed
through the use of strong encryption algorithms and well-managed keys.

Keyword: AES-128 Bit, Data Security, Decryption, Encryption, Website

1. INTRODUCTION

Data stored and transmitted over the internet network is vulnerable to attacks and theft by unauthorized
parties. Therefore, effective steps are needed to secure this data. One technique commonly used to maintain
data security is encryption. Encryption is the process of converting data into a form that cannot be directly
understood without a suitable encryption key. In the context of digital files, encryption allows data to be stored
or transmitted securely without the risk of reading by unauthorized parties.

The Advanced Encryption Standard (AES) algorithm is one of the most widely used and internationally
recognized encryption algorithms. AES offers a high level of security and efficiency in carrying out the
encryption and decryption process. By using the right encryption key, data can be encrypted with AES so that
only recipients who have the right key can decrypt and access hidden information.

Confidentiality of data or information is a complete service that is created to ensure that stored
information cannot be read or opened by unauthorized parties. Efforts to maintain the confidentiality of this
information data have been around since ancient times, specifically in Roman times, with the method of shifting
letters or characters based on certain values.

In the modern era based on computer technology, these efforts have developed using algorithms created
by many experts, but this can still be solved by irresponsible parties, therefore the development of
cryptographic algorithms is increasingly rapid for data security. The concept of protecting information data can
be done with an encryption and decryption system using a predetermined algorithm. The encryption process
here is defined as the process of changing an original message (plain text) into a protected message, in this case
an encrypted message (cipher text), while the decryption process is a process of returning a protected encrypted
message to the original data form of the message.

The application of the AES algorithm for encryption and decryption of files online via a website offers
advantages in terms of convenience and accessibility. Using an easy-to-access web interface, users can quickly
and easily secure their sensitive files without needing to install additional software or have in-depth technical
knowledge of cryptography.

In the context of technological innovation, the development of a website-based file encryption and
decryption system using the AES-128 bit algorithm is a relevant and useful step. This will provide an effective
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solution for individuals and organizations that prioritize data security in the use and exchange of digital files
online.

Several studies on encryption and description include the first research simulating the Tiny encryption
algorithm for encryption and description of text messages using Criptool2 [1]. The second research uses
encryption for images and text with the Diffie Helman and El Gamal algorithms [2]. Short Message Service
Encryption and Decryption Using the Blowfish Method [3]. Encrypt and decrypt files with the RC4-One Time
algorithm on a LAN Network [4]. Fifth research aes-rijndael for encryption and Decription of sms data on
android based phones [5]. Encryption and decryption are used to protect documents using Triple DES, which
utilizes a USB flash drive for additional security [6]. The process of securing data using the AES-128 algorithm
on various types of files involves encryption and decryption steps to protect information security [7]. The
encryption and decryption procedure uses the SIMON algorithm on the QR Code to secure and restore
information [8]. Encryption and decryption use the Speck algorithm to maintain security and access data stored
in the QR Code [9]. The process of securing and recovering data in a file using the Twofish algorithm for
encryption and decryption.[10]. Comparison between DES, AES, IDEA, and Blowfish algorithms in carrying
out data encryption and decryption processes [11]. Encryption and decryption of text data using AES and RC4
algorithms in the CrypTool 2 environment [12]. Creation of cryptographic applications to secure document,
audio and image files using the DES algorithm [13]. Research and evaluation of the Rivest Code 6 (RC6)
algorithm in the data encryption and decryption process [14]. Implementation of the ElGamal public key
cryptography algorithm to carry out the encryption and decryption process to maintain the security of data in
files[15]. Implementation of the file encryption and decryption process using the Advanced Encryption
Standard (AES-128) method [16]. Developing an application to secure image files using the EIGamal algorithm
[17]. Analysis and design of cryptography-based Advanced Encryption Standard (AES) file security systems
[18]. Performance analysis of encryption and decryption algorithm [19]. Cryptanalyzing a bit-level image
encryption algorithm based on chaotic maps [20]. An optimized chaotic S-box for real-time image encryption
scheme based on 4-dimensional memristive hyperchaotic map [21].

2. MATERIALS AND METHOD

The method in this research uses a flowchart on the image which consists of starting, identifying needs,
designing, implementing the website and testing.

Identification

v

Design

v

Implementation

v

Testing

v

Figure 1. Research Methodology

This research uses identification which is a requirement for a file encryption and decryption system
using the AES-128 bit algorithm. Design a website-based system to implement the AES-128 bit algorithm, by
interacting with users for file upload, encryption and decryption. This is also done by defining workflows for
file encryption and decryption. Website implementation is carried out by building a user interface. Integration
with libraries or frameworks for the AES-128 bit algorithm. Testing The test was carried out with encryption
and decryption running as expected. In general, an overview of cryptography in encryption and decryption can
be seen in the following picture:
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Figure 2. lllustration of Cryptography

How Advanced Encryption Standard (AES) works:
1. Add Round Key
Add Round Key is basically combining an existing text cipher with a cipher key that is a cipher key
with an XOR relationship. The chart can be seen in the Figure 3.

Round key

Figure 3. Round Key

In the image above, on the left is the text cipher and on the right is the round key. XOR is done per
column, namely column-1 of the text cipher is XORed with column-1 of the round key and so on.

2. Sub Bytes

The Sub Bytes principle in the Advanced Encryption Standard (AES) algorithm is an important stage
which aims to replace each byte in a data block with the corresponding byte from a substitution table.
In this stage, each byte is changed individually according to a predefined substitution table. This
substitution table is specifically designed to ensure that each byte value changes non-linearly, which
significantly improves encryption security. This principle creates chaos in data blocks, so that even
small changes in the input data will result in large changes in the output data. Therefore, the Sub Bytes
Principle becomes a vital step in the AES encryption process, which helps improve security and
resistance to cryptanalysis attacks. The principle of Sub Bytes is to exchange the contents of an existing
matrix/table with another matrix/table called Rijndael S-Box. The figure 4 and igure 5 is an example of
Sub Bytes and Rijndael S-Box.

In the Sub Bytes illustration, there are column numbers and row numbers. As previously mentioned,
each box in the cipher block contains information in hexadecimal form consisting of two digits, which
can be numbers, letters, or letters, all of which are listed in the Rijndael S-Box. The step is to take one
of the contents of the matrix box, match it with the left digit as a row and the right digit as a column.
Then by knowing the columns and rows, we can retrieve the table contents from the Rijndael S-Box.
The final step is to change the entire cipher block into a new block whose contents are the result of
exchanging all the contents of the block with the contents of the steps mentioned previously
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Figure 4. lllustration of Sub-Bytes
2
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Figure 5. Illustration of S-Box
3. Shift Rows

Shift Rows, as the name suggests, is a process that shifts each block/table element per row. Namely, the
first line is not shifted, the second line is shifted by 1 byte, the third line is shifted by 2 bytes, and the
fourth line is shifted by 3 bytes. The shift seen in a block is a shift of each element to the left depending
on how many bytes are shifted, every 1 byte shift means a shift to the left once

4, Mix Column

What happens when Mix Column is multiplying each element of the cipher block with the matrix shown
in Table 1. The table has been determined and is ready to use. Multiplication is carried out like ordinary
matrix multiplication, namely using dot product, then the two multiplications are entered into a new
cipher block. The illustration in Table 1 will explain how this multiplication should be done. In this
way, the entire series of processes that occur in AES have been explained and the next step is to explain
the use of each of these processes.

Table 1. Matrix Multiplication
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Figure 6. Illustration of Mix Column

5. AES Flowchart
As can be seen, all the processes previously explained are in the diagram. What this means is that starting
from the second round, continuous repetition is carried out with a series of Sub Bytes, Shift Rows, Mix
Columns, and Add Round Key processes, after which the results of that round will be used in the next
round using the same method. However, in the tenth round, the Mix Columns process is not carried out,
in other words the sequence of processes carried out is Sub Bytes, Shift Rows, and Add Round Key, the
results of the Add Round Key are used as the AES ciphertext.
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Figure 7. AES 2 Flow Diagram
3. RESULTS AND DISCUSSION
In implementing the Advanced Encryption Standard (AES) algorithm, I created a file encryption and
decryption website using the PHP programming language.

1. Login Page

Mm_'ﬁsi dan @eﬁribsi File

& Login

Username

Username

Password

Password

Copyright 2018 - Rahmat Aziman

Figure 8. Login page
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The home page of the website displays a login page, here | create a user with username: admin,
password: admin.

2. Dashboard Page

B Statistik # / Dashboard

EEI ENKRIPSI DEKRIPSI
1 2

2018, Rahmat Aziman

Figure 9. Dashboard Page

The dashboard page/website interface displays statistics on files that are already in the database, whether
they have been encrypted or decrypted.

3. Files Page
N . e
B Form Enkripsi File
Form Enkripsi
Tanggal 2018-12-30
File Pilih File | Tidak ada file yang dipilih
Password Password
Deskripsi Deskripsi
e
ENKRIPSI FILE
Figure 10. Encryption Page
s |
No |2  NamaPFile Sumber Nama File Enkripsi PathFile StatusFile Aksi
1 82069-contoh.txt 99390-contoh.rda file_encrypt/29390-contohorda  Dekripsi ENKRIPSI FILE
2 23151-penerapan-distribusi- 70649-penerapan-distribusi- file_encrypt/70649- Dekripsi ENKRIPSI EILE
normal.doc normal.rda penerapan-distribusi-
normal.rda
3 18653-soal-uts-keamanan- 39720-soal-uts-keamanan- file_encrypt/39720-s0al-uts- Enkripsi DEKRIPSI FILE
teknologi-informasi.doc teknologi-informasi.rda keamanan-teknologi-
informasi.rda

No Nama File Nama File Enkripsi Path File Status File Aksi

Showing 1 to 3 of 3entries Previous Next

Figure 11. Decryption Page

The File page has 2 sub-menus, namely the encryption and decryption menus. The encryption menu
functions to upload files to be encrypted, while the decryption menu functions to decrypt (return to
original form) files contained in the database that have been encrypted.
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4. List List Page

@ Daftar LiSt F||e 4 / Dashboard / Daftar List Enkripsi Dan Dekripsi

Search:

ID , Username Nama File Nama File Enkripsi Ukuran Tanggal Status
File |z File

34 2dmin 82069-contoh.txt 99390-contoh.rda &3302734 igie;szirao

35 admin 23151-penerapan-distribusi- 70449-penerapan-distribusi- 1194.5KB 2018-12-30 SUDAH DIDEKRIPS!
normal.doc normal.rda 16:15:54

36 admin 18653-s0al-ut: - 39720-50al-ut: - 27KB 2015-12-30 TERENKRIPSI
teknologi-informasi.doc teknologi-informasi.rda 16:3%:24
D Username Nama File Sumber Nama File Enkripsi Ukuran Tanggal Status
File File
Showing 1 to 3 of 3entries Previous Next

Figure 12. List List Page

The encryption and decryption file list is a collection of information that records all files that have
undergone the encryption or decryption process in a system or project. Each record in this list generally
includes details such as the file name, storage location, encryption or decryption status, and the date and
time the process was executed. This list has a very important role because it helps users or system
administrators in tracking and managing files that have undergone this process. Apart from being a
management tool, this list also functions as an audit tool to ensure the success and security of the
encryption and decryption process. By maintaining an organized and well-documented list of encryption
and decryption files, users can increase the level of security as well as orderliness in the management
of sensitive data. The list page contains information on all files in the database.

4, CONCLUSION

The Advanced Encryption Standard (AES) algorithm has proven to be very effective in maintaining a
high level of data security. This research succeeded in applying the AES-128 bit algorithm for the process of
encrypting and decrypting files via a website. This research adopts a structured methodology, starting from
requirements identification to testing, using a flowchart that includes the steps of identification, design,
implementation and testing. Through the provided user interface, users can upload files to be encrypted and
decrypt previously encrypted files. The encryption and decryption process is carried out through a prepared
database, ensuring data security and integrity. By using this website, users can easily protect their files with
strong encryption as well as decrypt files as needed. This ensures the security of user data by using reliable
encryption algorithms and well-managed keys.
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