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Abstract 

 
Network security is crucial for protecting organizational information in the rapidly evolving digital era. Threats to 

networks do not only come from external sources, such as malware or hacking, but also from within the organization, 

known as insider threats. These threats can cause significant losses, whether due to intentional or unintentional actions by 

employees or internal parties with access to the system. Therefore, employees' ability to manage network security is key to 

addressing these threats. Handling insider threats must be a top priority for organizations. This study aims to analyze the 

employee capacity gap in managing network security and its impact on preventing insider threats in XYZ Organization. By 

implementing ISO 27001 security standards, particularly within the context of the Information Security Management 

System (ISMS) using the PDCA approach, this research evaluates how human resource management relates to information 

asset management and network security maintenance. The findings indicate that gaps in employees' knowledge and skills 

regarding network security significantly contribute to vulnerabilities against insider threats. This study also highlights how 

the implementation of ISO 27001, which emphasizes asset analysis and the PDCA cycle, can help organizations improve 

information security governance and prevent insider threats. 
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1. INTRODUCTION 

Network security is one of the critical aspects of protecting an organization's information assets in the 

ever-evolving digital era, as cybersecurity challenges are becoming increasingly complex. Threats to network 

security do not only originate from external parties such as malware and hacking; organizations also need to 

be vigilant against internal threats, commonly referred to as insider threats, which can cause significant damage 

to a company. These threats include malicious activities carried out by employees or internal parties with access 

to the system, either intentionally or unintentionally. One factor influencing an organization's ability to address 

these threats is the capacity of employees to manage network security. Therefore, addressing insider threats 

must become a primary focus for every organization [1]. 

Insider threats have rapidly become a serious concern for businesses. As evidenced by insider threat 

statistics, these cases have increased, and many businesses are unprepared to handle them. While implementing 

some of the best IT security software will certainly help, many challenges remain, especially when the attacker 

is right in the organization's "backyard." Figure 1 are three global insider threat statistics regarding their 

frequency, primary motivations, and top perpetrators. 

 

 

Figure 1. Statistics on Insider Threat Attack Frequency [2] 
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60% of data breaches are caused by insider threats [3]. 68% of organizations observed that insider threat 

attacks became more frequent over the past 12 months [4]. The number of cybersecurity incidents caused by 

insider threats increased by 47% since 2018 [5]. Another report predicts that insider threat-related data breaches 

will increase by 8% by 2021 [6]. 61% of companies experienced insider attacks in the past year [7]. 60% of 

organizations have more than 20 insider attack incidents annually [8]. In general, it can be shown in Figure 2. 

 

 

Figure 2. Statistics on Primary Motivations for Insider Threats [7] 

 

Fraud (55%), financial gain (49%), and intellectual property theft (44%) are the main motivations for 

insider threats [7]. In general, it can be shown in Figure 3. 

 

 

Figure 3. Statistics on Top Insider Threat Actors [7] 

 

63% of organizations believe that privileged IT users pose the greatest insider threat risk [4]. 60% of 

companies identify managers with access to sensitive information as top insider threat actors, followed by 

contractors and consultants (57%), and permanent employees (51%) [7]. 78% of organizations lack highly 

effective processes for managing IT privileges [4]. 

There is no single, straightforward approach to deterring insider threats. Statistics reveal how 

organizations use various strategies/tactics and tools to combat these threats, including user behavior analytics, 

application audit systems/features, user training, and information security governance [2]. Insider threats are a 

serious challenge in cybersecurity requiring special attention and effective prevention strategies. By 

implementing strict access policies, closely monitoring activities, providing security training, and utilizing 

advanced technology, companies can reduce the risks posed by insider threats [1], [2], [4], [6], [7], [9], [10], 

[11], [12]. Awareness and appropriate preventive actions are key to protecting company data and systems from 

potential damage caused by insider threats [12], [13]. 

One tactic for organizations to combat insider threats is basic mitigation through implementing 

information security governance [2]. Mitigating this threat involves ensuring employees have adequate 

capacity to manage network security. The ISO 27001 standard, through the implementation of an Information 

Security Management System (ISMS) and the Plan-Do-Check-Act (PDCA) approach, plays a crucial role in 

enhancing information security management and preventing insider threats. Information security is a 

preventive measure against various information misuse threats and protection for information assets to ensure 

business process continuity and reduce business risks [14]. 

The application of ISO 27001 allows organizations to measure performance and provide relevant 

information about information security [15]. Through such evaluations, companies can ensure the readiness 

level of information security implementation and use it as a basis for evaluating and developing information 

security management as an effort to combat insider threats through basic mitigation via information security 

governance. 

Organization XYZ, as an institution relying on network systems, faces challenges in ensuring its 

employees have sufficient competence to prevent and handle insider threats. However, capacity gaps among 

employees can create vulnerabilities that enable these threats. Therefore, an in-depth analysis of employee 

capacity gaps in managing information security and the implementation of insider threat prevention is needed 

as a strategic step to strengthen organizational security. This necessity prompted the study, “Analysis of 

Employee Capacity Gaps in Managing Network Security and Its Implementation on Insider Threat 

Prevention.” 

This study aims to analyze employee capacity gaps in managing network security and their implications 

for insider threat prevention in Organization XYZ. The research employs a qualitative-descriptive approach, 

collecting data through in-depth interviews, surveys, and document studies. The findings indicate that gaps in 
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employees' knowledge and skills related to network security significantly contribute to vulnerabilities to insider 

threats. The study also highlights how implementing ISO 27001, which emphasizes asset analysis and the 

PDCA cycle, can assist organizations in improving information security governance and preventing insider 

threats. 

 

2. MATERIALS AND METHOD 

This study employs a descriptive qualitative approach by conducting in-depth interviews with 

employees involved in network security management. Data is also collected through observation and 

documentation related to information security policies and the implementation of ISO 27001 in organization 

XYZ. This stage of research uses the Plan, Do, Check, Act (PDCA) approach, which is a cycle or management 

method designed to make process improvement and effectiveness of a process or system continuously or 

continuously, such as a circle that does not have an end [37],[38], based on data collected and analyzed. 

Research method it can be shown in Figure 4. 

 

 

Figure 4. Research Methodology 

 

2.1. Plan Phase 

This phase consists of defining security policies that can be used for a series of processes in network 

security operations that will be the policy and basis of implementation as well as ISO/IEC 27002 relating to 

network security and access control to address the threat of insider threat of XYZ company that allows 

businesses to implement appropriate security as well as regardless of the value of threats and vulnerabilities to 

information security that can occur. 

 

2.2. Do Phase 

This stage is the implementation of the results of the plan stage, carried out by asking the Information 

Technology (IT) division at company XYZ and seeing the situation there directly. This Do Phase is carried out 

with a series of activities as follows: 

 

2.2.1 Identifying Risks 

Identifying and Calculating Asset Value. The first stage in risk identification is to identify assets in the 

IT division related to informatization. There are two types of assets, key assets and supporting assets. After all 

the assets of the IT division of company XYZ are identified, the next thing is to do a calculation to find out 

how much each asset is worth. The researcher calculated the value of assets based on the aspects of information 

security, namely confidentiality, integrity and availability. 

Identifying weaknesses, threats, and assessing assets. Weaknesses are one of the threats to information 

security procedures, planning, implementation or control in the IT division to protect their information, and 

basically weaknesses have different vulnerabilities. A threat is an event that can harm business processes in 

the IT division. The purpose of this stage is to find possible threats that can compromise the system in the IT 

division. The result of this stage is a list of weaknesses and threats that may harm the IT division. Furthermore, 

weaknesses and threats were identified using ISO/IEC 27001 as a code practice to maximize asset maintenance 

and then access control on its security. After finding out the weaknesses and threats to the assets in the IT 

division, the next thing is to determine the possibility of incidents to assets in the IT division carried out by the 

researcher with the Compliance Manager. 

 

2.2.2 Analyzing and Evaluating Risks 

After identifying the risks contained in the IT division, the risks that will later be faced by the IT division 

in the event of a failure in security. The next step is to conduct an analysis and evaluation of the risks that have 

been previously identified. The risk analysis and evaluation are: 

1. Analyzing the Impact and Risk 

2. Identifying the IT Division's Risk Level 

3. Assess IT Division's Risk 
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2.3. Check Phase 

From the results obtained at the do stage, the next stage is the check stage, which is to select the control 

objectives and network security controls that will be implemented in company XYZ based on the value of the 

information risk that has been assessed in the previous stage. At this stage, monitoring, review, and internal 

audit are carried out by conducting a maturity level using the System Security Engineering Capability Maturity 

Model (SSE-CMM). The steps in determining the maturity level are as follows: 

1. Making a Statement 

After determining what control objectives and network security controls will be applied from the risk 

measurement, then a statement is made based on the security controls of each control objective selected 

to be implemented. This statement is created and adjusted based on the ISO/IEC 27001 standard. 

 

2. Determination of Ability Level Values 

To assess the level of security capability in each statement, the System Security Engineering Capability 

Maturity Level (SSE-CMM) is used, it can be shown in Table 1. 

 

Table 1. System Security Engineering Capability Maturity Level (SSE-CMM) 

Skor Average 

1 Performed Informally 

2 Planned and tracked 

3 Well Defined 

4 Quantitatively Controlled 

5 Continuously Improving 

 

3. Determination of Maturity Level 

The determination of maturity level is the average of all security controls for which the capability level 

has been calculated, each clause has several control objectives, and each control objective has several 

information security controls, the average taken by each control objective and the average of the entire 

clause that produces the maturity level value in the clause. 

 

2.4. Act Phase 

After obtaining the results of the check stage, the next step is the act stage. This stage is carried out to 

improve and develop network security management by providing recommendations for the objectives of 

control and information security control that have been assessed at the level of competence in the previous 

stage. The recommendations given refer to ISO/IEC 27001. 

 

3. RESULTS  

3.1. Plan Phase 

1. Based on the results of the researcher's analysis, it was found that the organizational structure contained 

20 parts where each part had one to two employees, but for the information security section there was 

only one person who handled it. 

2. Analyze the company's vision and mission, with the vision of becoming a company with high finances 

and becoming a role model, especially human capital, but with the problems found, the vision has not 

fully run according to expectations. And the analysis of the mission is to improve and facilitate the 

distribution of goods and services but with problems such as cyber-attacks that can disrupt company 

activities. 

3. Policy determination is the purpose of the implementation of SMKI involving all employees of XYZ 

company, the head of the Information Technology division as the supervisor of the implementation of 

SMKI policies, and system security control is carried out in stages. 

4. There are 17 asset lists with types of hardware, software, and supporting facilities. 

 

3.2. Do Phase 

The following is a conclusion from the identification of the average results of probability and threat 

value on the main asset and the supporting asset. The assessment is carried out based on decimal rounding 

above 0.5 for each category of threat value on the asset (Table 2 and Table 3). 

 

Table 2. Conclusion of Average Results of Probability and Threat Value of Major Assets 

No Asset Name Threat Level Low Medium High 

1 Internal Web Portal Database 0,36    

2 RQM (Risk Quality Management) 0,26    

3 Employee Database 0,38    

4 Legal and Compliance Database 0,31    
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No Asset Name Threat Level Low Medium High 

5 Internal GCG Database 0,30    

6 Knowledge Management Database 0,30    

7 Oracle Hyperion Planning Database 0,24    

8 Management Information System Database 0,30    

 

Table 3. Conclusion of Average Results of Probability and Threat Value of Supporting Assets 

No Asset Name Threat Level Low Medium High 

1 Personal Computer (PC)/Laptop 0,25    

2 Server Physical 0,40    

3 Windows server 2012 R.2 0,35    

4 Windows 10 0,25    

5 Microsoft Office 2016 0,25    

6 Microsoft SQL Server 2008 0,30    

7 Air Conditioner (AC) 0,37    

8 Uninterruptible Power Supply (UPS) 0,30    

9 Fiber Optic 0,30    

10 CCTV 0,36    

11 Switch 0,35    

12 Wi-Fi 0,35    

13 Aplikasi IT Service Desk 0,30    

14 Oracle Database 11.2.0.1 0,30    

15 Avira Antivirus 2019 0,30    

16 Kaspersky Antivirus 2018 0,30    

17 Server Storage 0,30    

 

1. Identify risks 

a. Based on the identification and calculation of asset values, it was found that the value of the main 

asset with a value of 8-11 and the value of supporting assets with a value of 3-7 

b. The result of the identification of weaknesses, threats, and value in assets is that the main and 

supporting assets are in the Low-Medium category 

 

2. Analyze and evaluate risks 

a. The results of analyzing the impact and risk on the main and supporting assets, namely the 

Business Impact Analysis (BIA) value is in the very high critical category, namely assets that 

have a great influence on the company's work processes 

b. Identify the risk level on the main and supporting assets with a BIA value of 80- 95 

c. The results of assessing the risk in the IT division, namely business risks that can occur due to 

old vendors handling them, the risk of data loss, and natural disasters. 

 

3.3. Check Phase 

3.3.1 Selecting Control Objectives and Safety Controls 

After taking measurements on the security asset, the researcher takes actions or controls that can reduce 

the risk. The selection of control and security control objectives in this study is based on the control and security 

control objectives of ISO/IEC 27001, by making adjustments to the results of the risk assessment obtained on 

information security assets in XYZ company. The selection of clauses was carried out using ISO/IEC 27001. 

 

3.3.2 Selecting As a Clause of ISO/IEC 27001 

The table 4 is a mapping carried out by the researcher based on the clauses of ISO/IEC 27001. 

 

Table 4. Objectives of Controls and Safety Controls (ISO/IEC 27001) 

Clause Control Objective Security Control 

Human Resource 

Security 

During Work 

1. Management Responsibilities 

2. Information Security Awareness, Education, and 

Training 

3. Disciplinary Process 

Termination of 

Employment and 

Job Changes 

Responsibilities for Termination of Employment and 

Job Changes 

Physical and 

Environmental 

Security 

Secure Areas 

1. Scope of Physical Security 

2. Physical Access Control 

3. Working in Secure Areas 

Equipment 1. Equipment Protection and Placement 
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Clause Control Objective Security Control 

2. Support Requirements 

3. Cabling Security 

4. Clean Desk and Clear Screen Policy 

Information 

Security Incident 

Management 

Information 

Security Incident 

Management and 

Improvement 

1. Responsibilities and Procedures 

2. Information Security Incident Reporting 

3. Collection of Evidence 

Adjustment 

Compliance with 

Legal and 

Contractual/Agree

ment Requirements 

Intellectual Property Rights 

 

3.3.3 Determination of Auditee 

The definition of an auditee in ISO/IEC 27001 is still unclear. Therefore, the researcher used the RACI 

(Responsible, Accountable, Consulted and Informed) Chart from COBIT. The determination of the auditee is 

based on the correlation between COBIT and ISO/IEC 27001. 

 

Table 5. Mapping the COBIT 5 Domain with ISO/IEC 27001 Clause 

COBIT 5 ISO 27001 

APO07 (Manage Human Resources) Clause 7 (Human Resource Security) 

APO13 (Manage Security) Clause 11 (Physical and Environmental Security) 

DSS02 (Manage Service Requests and 

Incidents) 

Clause 16 (Information Security Incident 

Management) 

MEA03 (Monitor, Evaluate and Assess 

Compliance with External Requirements) 
Clause 18 (Compliance) 

 

3.3.4 Determining the Capability Level Value for the System Security Engineering Capability Maturity 

Model (SSE-CMM) 

Determination of the level of capability to determine the level of maturity that can describe the 

measurement of the extent to which the IT division can meet the standards of the security management process 

well, where the maturity level assessment is carried out to each control in accordance with the audit carried 

out. 

Table 6. Determining the Ability Level Value 

COBIT Functional Structure Related to 

Research 
Functional Division of Information Technology (IT) 

Compliance IT Division Compliance Manager 

Information security manager IT Division Security Officer 

Head IT Operations IT Division Data and Information Administrator 

Chief Risk Officer 
IT Division Risk and Quality Management 

Manager 

 

The list of questions created in this study was created based on the security controls of each control 

objective selected and applied to the IT division of company XYZ. A list of questions created based on the 

ISO/IEC 27001 standard. This study uses a maturity level with the System Security Engineering Capability 

Maturity Level (SSE-CMM).  

1. Choosing an objective control 

2. Opt for a portion of ISO/IEC 27001 clauses 

3. Determine the maturity level at: 

a. Clause 7 Human Resource Security with a result of 1.5 (done informally) 

b. Clause 11 Physical and Environmental Security with a result of 1.4 (done informally) 

c. Clause 16 Information Security Incident Management and Improvement with a result of 1.58 

(conducted informally 

d. Clause 18 Adjustments with results 2.3 (planned and tracked). 

 

3.4. Act Phase 

After assessing the maturity level of the control objectives and information security controls, the 

researcher determined the recommendations that would be used to improve security controls. The 

recommendations produced came from observations and interviews conducted by researchers at company 

XYZ. The maturity level value of the average of all clause values after all assessments have been completed. 

The table 7 is a representation of the results of the maturity level assessment of the average of the overall clause 

value. 
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Table 7. ISO/IEC 27001 Clause Maturity Level Results 

ISO 27001:2013 Clause Maturity Level 

Resource Security 1,5 

Physical and Environmental Security 1,4 

Incident and Security Management 1,58 

Adjustment 2,3 

After a maturity level assessment, analysis, and evaluation, the next is the determination of conditions, 

whether it is in accordance with the ISO/IEC 27001 standard and the provision of recommendations. 

Recommendations can be used for improvements in company XYZ. 

 

Table 8. Findings and Recommendations based on ISO/IEC 27001 

Human Resource Security 

Management Responsibilities 

Control Usage Guidelines 
Implementation 

Evidence GAP 
Yes No 

All employees and other 

relevant parties 

associated with the 

organization implement 

information security in 

accordance with policies 

and procedures 

The availability of an 

organizational 

information security 

guide aligned with 

national information 

security standards 

   

Based on management 

controls, the organization 

should provide guidelines 

related to information 

security 

The provision of 

motivation, learning 

programs for skill 

enhancement, and 

qualification processes 

for fundamental 

competencies related to 

information security 

   

Based on management 

controls, the organization 

should implement activities 

that motivate and enhance 

employees' skills in 

information security 

Recommendation: 

1. Management needs to provide guidelines that comply with national regulations regarding information security within 

the organization. 

2. Management needs to organize activities to motivate employees and develop their fundamental skills related to 

information security. 

 

From the results of the study, it can be seen that ISO/IEC 27001 focuses on policies for companies or 

agencies that have not implemented information technology policies before. 

1. Determine the gap and 

2. Provide recommendations from the results of the check stage 

a. Clause 7 Human Resource Security: 

1) The need for information security guidelines in accordance with the role of the 

organization based on state regulations 

2) The need for education and training facilities to improve employee capabilities related 

to information security 

b. Clause 11 Physical and Environmental Security: 

1) It is necessary to place it according to the security needs of the asset 

2) The need to supervise visitors who come, and the awareness of employees on the use of 

identity cards 

3) The need to increase personnel awareness related to the work area 

c. Clause 16 Information Security Incident Management and Improvement: 

1) The need for procedures for planning and preparing for incident response 

2) The need for security control reporting and physical breaches 

3) The need for procedures for the security of evidence and documentation 

d. Clause 18 Adjustments: 

1) The need for an IPR compliance policy on the legitimate use of software and 

information products 

 

4. DISCUSSION  

Based on the results discussed in the previous chapter, it can be concluded that the report from the 

analysis results can be used to achieve security management system standards by using ISO/IEC 27001 as a 

safety recommendation and improvement. The following are the results of this study using the Plan, Do, Check, 

Act method. It can be seen that the evaluation of ISO/IEC 27001 uses four (4) clauses, namely clause 7 (human 
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resource security), clause 11 (physical and environmental security), clause 16 (incident management), and 

clause 18 (adjustment). From the four clauses, it is known that clause 18 is at level two compared to other 

clauses that are still at level one. From the explanation of ISO/IEC 27001 above, it can be seen that there is 

still a lack of attention from the managerial side regarding the determination and determination of policies on 

information security. Where from these two standards, it is known that operational activities are running with 

planning but there is still a lack of determination and determination of existing policies related to security in 

company XYZ. 

 

5. CONCLUSION AND RECOMMENDATION 

5.1. Conclusion 

1. Employee Capacity Gap 

The employee capacity gap in understanding and implementing network security procedures in XYZ 

Organization creates vulnerabilities that can be exploited by insider threats. The analysis indicates that: 

a. Risks to key assets (scores 8-11) and supporting assets (scores 3-7) fall into the Low-Medium 

category. However, without mitigation, these risks may escalate. 

b. For assets with a BIA score of 80-95, the risk is categorized as Very High Critical, indicating a 

significant impact on the company’s operations if an insider threat occurs. 

 

2. Impact of Employee Capacity Gaps on Insider Threat Prevention 

a. Gaps caused by insufficient training and understanding of security policies increase the 

likelihood of insider threat exploitation. 

b. Disruptions to key and high-value supporting assets can significantly impact organizational 

performance. 

c. Mitigation through employee capacity enhancement and the implementation of an effective risk 

management system is a priority to reduce risk. 

 

3. Implementation of ISO 27001 in Managing Network Security 

a. Risk evaluation based on ISO 27001 highlights the need for improvement in several key clauses, 

particularly: 

1) Clause 7 (Human Resource Security): A score of 1.5 indicates the need for better 

workforce training and management. 

2) Clause 11 (Physical Security): A score of 1.4 emphasizes the necessity of strengthening 

physical access controls. 

3) Clause 16 (Incident Management): A score of 1.58 highlights the importance of 

improving security incident response. 

4) Clause 18 (Compliance): A score of 2.3 indicates better legal compliance, but consistency 

is required. 

 

4. Mitigation Strategies 

a. Focus on Employee Training and Awareness 

Minimizing security gaps by enhancing knowledge and enforcement of security policies. 

b. Prioritizing High-Risk Areas 

Developing mitigation plans that include protection for key and high-value supporting assets. 

c. Continuous Improvement Based on ISO 27001 

Utilizing risk evaluation results to guide ongoing improvements, covering technical, human, 

process, and legal compliance aspects. 

 

5.2. Recommendations 

Based on the research findings, XYZ Organization should promptly: 

1. Enhance employee capacity through regular training. 

2. Integrate risk evaluations with a comprehensive network security strategy. 

3. Implement relevant security controls based on ISO 27001 standards to strengthen defenses against 

insider threats. 
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